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Decision/action requested

Approve the new solution for Key Issue #4 (Signalling overload due to Malicious Applications on the UE) – Use of UE Configuration Update
2
References

[1]
3GPP TS 23.502 Procedures for the 5G System; Stage 2
3
Rationale

This solution proposes functions, procedures and signalling to deal with maliciously behaving devices of which the MT-part is functioning correctly and which are authenticated to the network. The solution builds upon the UE Configuration Update procedure specified in [1].
4
Detailed proposal

*** Beginning of Change ***

6.Y
Solution #Y: Detecting and handling signalling overload due to Malicious Applications on the UE
6.Y.1
Introduction

This solution addresses Key Issue #4.

A large number of UEs performing similar actions at the same time can easily lead to a signalling attack on the network. If such an attack persists and isn’t dealt with appropriately it brings a risk for other users of the network. As such, mitigating measures should be designed to protect the networks against such attacks.

For this solution, it is assumed that the malicious behaviour on the UE is the result of an attacker having access to the Application on the UE which it can instruct to make certain requests to the network. An attacker could have obtained this access through the over the top service and could for example instruct the UE to set up dedicated bearers or request access to certain network slices. Such procedures could lead to exhaustion of resources in both the radio and the core network, which would lead to denial of service or service degradation for other users of the network.

An important assumption of this key issue is that the UE part that is responsible for executing the radio instructions and the NAS signalling remains untouched. Also, it is assumed that the USIM is not compromised. 
6.Y.2
Solution details
6.Y.2.1
Architecture
This solution consists of a detection capability and logic in the network and a security function and logic in the UE.
The network side of the solution assumes that the detection capability and logic is placed outside any of the network functions that currently exist. Therefore, NFs that interact with the UE, such as the AMF, may have to inform the detection function (DF) of their activities and may have to be able to receive detection reports to take appropriate action.

There are two ways in which the DF can be informed of actions. One is that the NF will call the a specific API for any action it takes to inform the DF of the action. Another possibility is that the DF obtains its information through log collection, quite similar to how SIEMs these days operate. In this solution, exactly how the DF obtains its information is left out of scope.

How the NFs receive the detection reports is as follows. Whenever the NF is under high load, the NF may query the DF for a detection report. This detection report may include a list of UEs, such that the DF can provide the detection report for the NF. The DF API is assumed to contain the following messages:

-
Ndf_Detection_Report Request;

-
Ndf_Detection_Report Response.

After reception of the detection report, the NF can decide on the appropriate action.
The UE side of the solution assumes a security function (UESF) and logic in the UE that is protected against malware that may have infected Applications on the UE. The security function can interact with the network and receive security instructions from the network.
6.Y.2.2
Procedures
The procedure here is described for the AMF, but can easily be changed for an other NF. 

In this case, the AMF has requested a detection report. The detection report states that a particular UE has been generating a signalling overload (e.g. as part of DDOS attack), and that this UE should be instructed to lower the signalling load or stop signalling for a certain period. The UESF is instructed to lower the signalling load or back-off for a certain period using the mechanism of the UE Configuration Update procedure specified TS 23.502. The flow looks as follows:
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Figure 6.#z.2.2-1: Signalling overload handling using UE Configuration Update procedure
1.
The AMF request a detection report from the DF.
2.
The DF responds to the AMF with a detection report, reporting that a particular UE is acting maliciously.

3.
The AMF decides that the reported UE needs to be provided with security instruction (e.g to lower its signalling load or to back-off during a certain period). 

4.
The AMF sends security instructions to the UESF using the UE Configuration Overload procedure.
5.
The UESF processes the security instructions received from the AMF.
6.
Optionally the UESF sends an UE Configuration Update Complete message to the AMF indicating the result of the processing of the security instructions.
6.Y.3
Evaluation
This solution has the following merits:

-
It solves Key Issue #4 by introducing a new signalling procedure for authenticated UEs based on the existing UE Configuration Update procedure;
-
Other UEs, not taking part in a denial of service, will not be affected by this type of selective and discriminatory congestion control measures because only infected UEs will be provided with security instructions.
-
For authenticated UEs, it allows the DF to detect which UEs are malbehaving so that selective action can be taken;

-
The detection can be left to a DF that is out of scope of 3GPP.
-
The solution is flexible in the set of security instructions that are given to the UESF.
This solution has the following drawbacks:

-
The solution requires the implementation of a UE security function that cannot be affected by malware operating in Application on the UE.
*** End of Change ***
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